SOLUTION BRIEF

Unify identity risk intelligence from CrowdStrike Falcon® Identity Protection with your identity workflows to stop identity
threats in real time

As identity becomes the new perimeter, protecting against social
engineering attacks is crucial. CrowdStrike Falcon® Identity Protection and
HYPR Identity Assurance, together, integrate endpoint device data and user
risk signals with identity workflows, creating a robust ITDR (Identity Threat
Detection and Response) solution.

How the HYPR | CrowdStrike Falcon® Identity
Protection Integration Works

Drive risk-based decisions at the point of access. HYPR Adapt compares
an individual's Identity Protection Risk Score against access policies for
business-critical applications. Based on the defined policies, the user is
granted access, prompted to use phishing-resistant authentication, required
to undergo identity verification or denied access.
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1. Login Initiation: The user starts the login process with their Identity Provider (IdP).

HYPR | CrowdStrike
Identity Protection
Key Benefits

Incorporate CrowdStrike
Falcon® Identity Protection at
the point of authentication to
extend ITDR capabilities

Enforce access decisions using
Identity Protection scores,
endpoint risk intelligence,
identity provider data and
browser risk from HYPR

Make identity verification a core
component of your security
strategy

Stop modern identity fraud
by using automated actions
like re-verification or blocking
unauthorized users

2. Policy Check: The IdP consults HYPR Adapt to determine authentication requirements based on policy.

3. Risk Assessment: HYPR Adapt retrieves the Identity Protection Risk Score from CrowdStrike Falcon to

analyze the user’s account risk.

4. Policy Decision: HYPR Adapt decides the appropriate action based on the risk score and other factors.
This could be default SSO, HYPR's phishing-resistant authentication, user re-verification via HYPR Affirm

or access denial.

5. Access Granted: If the user meets the policy requirements, access to enterprise applications is granted,

ensuring security and a seamless experience.
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Solution Features and Benefits

Combine User and Endpoint Intelligence

Leverage CrowdStrike Falcon® Identity Protection telemetry, together with
HYPR intelligence, to inform policy decisions within HYPR Adapt. Enforce
access policies based on the current security posture of users and devices
for real-time adaptive protection.

Dynamically Enforce Access Decisions

Assess identity and device risk dynamically and automatically control
access to critical systems, applications and data. Implement automated
measures like additional authentication steps, identity verification or access
restrictions until the risk is mitigated.

Eliminate Passwords While Improving User Experience

Remove passwords and shared secrets from authentication with HYPR’s
frictionless, FIDO Certified MFA. Protect systems from credential-

based attacks while making login faster and easier. HYPR provides a
unified, consistent login experience across devices, platforms and IdPs,
streamlining operations and enhancing productivity.

Tailor Your Security Controls

Use pre-defined CrowdStrike policies or customize them through the HYPR
Control Center admin console. Adjust score thresholds per use case or
globally to meet your organization's unigue requirements and evolving
conditions, ensuring flexible and relevant security management.

Learn more about the
HYPR | CrowdStrike integration at

hypr.com/crowdstrike

About HYPR

HYPR, the leader in passwordless identity
assurance, delivers comprehensive identity
security by unifying phishing-resistant
passwordless authentication, adaptive risk
mitigation and automated identity verification.
Trusted by top organizations including two of the
four largest US banks, HYPR ensures secure and
seamless user experiences and protects complex
environments globally.

About CrowdStrike

CrowdStrike (Nasdag: CRWD), a global
cybersecurity leader, has redefined modern
security with the world’s most advanced cloud-
native platform for protecting critical areas of
enterprise risk — endpoints and cloud workloads,
identity and data.

Powered by the CrowdStrike Security Cloud and
world-class Al, the CrowdStrike Falcon® platform
leverages real-time indicators of attack, threat
intelligence, evolving adversary tradecraft and
enriched telemetry from across the enterprise

to deliver hyper-accurate detections, automated
protection and remediation, elite threat hunting
and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single
lightweight-agent architecture, the Falcon
platform delivers rapid and scalable deployment,
superior protection and performance, reduced
complexity and immediate time-to-value.

CrowdStrike: We stop breaches.
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