Authentication Speedway

The fastest way to log in

Workstation Login Web/SS0/VPN
(Mac or Windows) Login

Passwords are insecure because U HYPR app is multi-factor out of the box

e sername ' _
they can be phished, intercepted, —_— by using something you have (FIDO key),
Biometric and replayed by hackers. + Password and something you are (biometric) in one motion

Supported?

OTP and PUSH based methods have been
Did it Work? Push/0TP proven to be bypassed using modern phishing kits.

App Based MFA Vulnerable to social engineering and
prompt bombing as well.

Windows Hello
or Touch ID

KBA is easy to bypass using publicly
available information. Can also be
stolen using phishing of social
engineering tools.

Passwords are insecure because Did it Work? No >» Full_bucks
they can be phished, intercepted, Exists?
and replayed by hackers.

Password
(Not MFA)

Did it Work? Did it Work?

SIM Jacking, phishing, and

@ SMS OTP is vulnerable to
social engineering attacks.

Did it Work?

Credential Reset

Helpdesk teams are often KBA self service is vulnerable to Email links are insecure because
@ targeted by hackers via phishing or social engineering. These users often re-use passwords which

. ) ; ; ive them access to email. Only works
social engineering. questions are generally easy to guess. g ' 1y
if user still has access to email.

Helpdesk Call KBA Self Service

Did it Work?

THE IDENTITY ASSURANCE COMPANY HYPR is a FIDO Certified mobile authenticator fido

CERTIFIED




