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Why am I Looking at FIDO Solutions?
Your organization has committed to deploying passwordless 
authentication and you heard that a FIDO2 Certified product is the way 
to go. As you embark on your Passwordless journey, you discover there 
are numerous vendors, standards, products and approaches from which 
to choose from. Now you’re probably wondering - are all FIDO products 
the same?

The short answer is no. 

FIDO is not a product. It is an open standard - a way of doing things 
similar to a blueprint. FIDO is not an end state. Passwordless is the end 
state, and FIDO is the vehicle that can get you there. There are many 
great features that make a strong passwordless solution stand out 
among a vast number of products. This guide will help you appreciate 
the differences among FIDO products by using HYPR as a benchmark of 
features, functionality and form-factor.

Who should read this guide?
This guide is for IAM buyers, IT Managers, CISOs, and all who are 
exploring FIDO-based products as part of a passwordless, multi-factor, or 
strong authentication initiative. This guide shares ideas and questions 
for you to ask to better understand how FIDO products differentiate.

Who is HYPR?
HYPR is the Passwordless Company backed by Comcast, Mastercard, 
and Samsung. As a Board Member of The FIDO Alliance, we seek to fulfill 
forward the mission of the FIDO Alliance by delivering passwordless 
authentication to millions of consumers and thousands of employees 
across the globe.
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FIDO authentication is often associated with hardware tokens and on-device authenticators 
(think Smart Cards, Hard Tokens, or Windows Hello). But what you might not know is that your 
smartphone can be used as a FIDO token.

If you’re looking for the security of a FIDO2 token without the costs and logistics of purchasing 
extra hardware, a mobile-first approach to Passwordless Authentication is right for you. 

Leveraging your users’ current smart phones as a FIDO Token allows you to:

• Reduce costs of buying specialized hardware  

• Rapidly deploy passwordless for a wide array 
of use cases including Desktop MFA, Single 
Sign-On, Mobile and Web Login 

• Enhance user experience and login speed by 
combining the security of a smart card  
with the convenience of a smart phone 

• Ensure interoperability and optionality for 
users who might lose, forget, or prefer to not 
use a hardware token

Did You Know You Can Turn Your Smart Phone into a FIDO Token?

Watch Video of FIDO Desktop MFA

https://www.hypr.com/true-passwordless-mfa/
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How Do FIDO Authenticators Form Factors Compare? 
Comparing hardware tokens, platform authenticators, and a smartphone-based solution reveals interesting 
differences in Total Cost of Ownership (TCO) and use case coverage. For example, a hardware token 
based approach takes a strong focus on security, but introduces new costs and logistics hurdles with the 
requirement to actively purchase, provision, and deploy additional specialized hardware. 

While a smartphone-based approach combines usability with security, it also requires that users have access 
to a smart phone. This may not always be the case especially in environments such as a call center. On-
device authenticators such as Windows Hello work well for personal use but they often fall short of security 
practitioners’ reviews as seom consider them to be a single-factor login. Extra hardware also comes up short 
on answering the growing interoperability questions surrounding the many use cases for passwordless 
adoption, such as Shared Workstations or Virtual Desktops (VDI).

HYPR      FIDO2 Tokens      Win Hello

CROSS-PLATFORM FUNCTIONALITY

True Passwordless Multi-Factor

Windows 10 Desktop MFA

Azure AD

Windows 7 Desktop MFA

On-Prem AD

MacOS Desktop MFA

MacOS Touch ID Platform Authenticators

VPN True Passwordless Login

Stateless VDI True Passwordless Login

SECURITY

Passwordless Policy Management

True Passwordless Offline Mode

PUSH Attack Prevention

Phishing-Resistant Authentication

PKI Certificate Based Login

FIDO2 PIN 

BYOD Support

USER EXPERIENCE

No Additional Hardware Required

Mobile-Initiated Authentication

<5 Second Login Experience

Low Friction for Remote Workforce

Total Cost of Ownership $ $$ $$$

Did You Know? 
Mobile-Initiated FIDO Login Is Up To 300%

Faster Than Legacy MFA. Watch Now

http://hypr.com/why-hypr


How did CVS Health Deploy Passwordless 
Authentication to 10 Million Users?

Watch Now
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The shift to password-less carries massive implications for how users 
interact with your applications. The authentication experience must be 
treated with extreme care - it is critical to the success of your  
customer-facing business and drives employee productivity.

You should ask these questions and look for these qualities in a FIDO 
provider:

Speed 
Passwordless Login speeds should be faster than using a password. If 
not, you’re doing something wrong. Look for total authentication speeds 
under 5 seconds. 

Availability
How easy is it for users to enroll in this new FIDO flow? How quickly 
can you get 1,000 users enrolled? Will users understand what’s going 
on? Security vendors do not always place user experience (UX) at the 
forefront of product development, yet it’s imperative for a FIDO solution 
provider to do so. Some vendors consider mindful UX and User Interface 
(UI) design to be an afterthought, resulting in user registration and 
authentication flows that are confusing, slow, and unintuitive.  

Accessibility
Not everyone can or wants to use a biometric. What alternatives 
are available for such users? Ask vendors how they have tested the 
accessibility of the FIDO login experience. What user studies have been 
performed to benchmark users with disabilities, personal preferences, 
and the like across various demographics? 
 
HYPR conducts extensive studies and focus groups for our customers 
to better understand different use cases. And we learn quite a bit. For 
example, the same login experience for a mobile banking user feels 
different for a healthcare customer because they often vary in age and 
technical knowledge. It is important for solution providers to tailor the 
authentication experience not only for consumer or workforce use cases, 
but also account for user preferences across verticals and industries.

How Should a FIDO Solution Prioritize User Experience?

https://get.hypr.com/cvs-health-h-isac-webcast
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Try not to think of “deploying FIDO” in the same way you would roll out a new 
endpoint security product. The act of deploying FIDO does not necessarily 
ensure that users have adopted it as a login method. Integrating FIDO SDKs 
into your app or handing out a FIDO token to employees does not immediately 
complete your passwordless transformation. It is important to ensure 
usage and adoption are factors weighed just as heavily as integration and 
procurement.

It also is crucial to achieve swift time to value with any software purchase.  
FIDO is a perfect example of a “Build vs. Buy” scenario where enterprises 
expect a quick rollout. Unfortunately, some FIDO products lead to a “Buy 
then Build” experience. Whether its lack of integrations, incomplete features, 
inability to support edge cases, or a generally misleading sale, this unexpected 
building process can take years, diminishing the value. 

Unfortunately there are already a number of “FIDO Zombies” out there. These 
are companies that have purchased a FIDO product that has never been 
deployed or simply didn’t deliver on the passwordless promise.

At HYPR we believe it should only take days to integrate and deploy your 
FIDO authentication solution. Through extensive product development and 
integrations, HYPR’s FIDO solution was architected with rapid deployment 
in mind, so our customers can roll out True Password-less Security and see 
significant value within weeks rather than years. 

For Your Customers - 1 Week for Integration / 1 Quarter for Adoption
It should take less than a week to integrate FIDO SDKs into your  
customer-facing iOS, Android, and web applications. The rate of customer 
adoption depends on your user volume and how often app updates are 
pushed out - but should take approximately 1 quarter to see meaningful 
saturation.

For Your Workforce - 1 Week to Pilot / 1 Month for Adoption
Whether you choose an smartphone or hardware-based product, it should 
take less than 1 quarter to deploy True Passwordless MFA to a 100+ Employee 
Workforce. For a large global workforce this can take longer but adoption is 
not dependent upon users who opt-in, as in a consumer-facing rollout.

How Long Should It Take To Deploy FIDO?

“FIDO ZOMBIE”
A company that purchased a 
product promising to deliver FIDO 
authentication, but after years of 
effort is still relying on passwords.
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Your Solution Must Be FIDO-Certified®  
Not FIDO-Compliant. Not FIDO-Supported. Not FIDO-Enabled.
Be wary of vendors who promise True Passwordless authentication by 
claiming to be “FIDO-Compliant” or that they “Support FIDO.” Look out 
for overuse of these buzzwords. They are the marketing hallmarks of a 
product that does not actually provide a FIDO Certified solution, and cause 
you to become a FIDO Zombie.

Ask Your Provider “Are you PROVIDING FIDO Authentication?  
Or just SUPPORTING a FIDO Authenticator if I buy it somewhere else?”
Would you buy a product that’s “Kind of FIPS-Certified?” or one that is   
“Semi-HIPAA-compliant?” Probably not. Using compliance badges as a 
marketing gimmick is an old and effective tactic. Having mistaken clever 
marketing for technological capability, businesses end up purchasing a 
product that remains on a shelf for years - not delivering password-less 
security but incurring high costs. 

Don’t fall victim to acquiring a product that simply uses FIDO as a 
marketing gimmick. Ask vendors if both their mobile client and validation 
server are FIDO-Certified, and verify their claims with the FIDO Alliance’s 
online registry of Certified technologies.

Unsure? You can verify the FIDO certification level of any product here.

OK, it’s FIDO Certified. So why am I still using a password?
You may be surprised to find out that even though a product has a 
certification, it doesn’t mean you’re USING the FIDO authentication 
channel. Make sure you’re clear about login flows enforcing passwordless, 
or you’ll never move away from passwords.

BEWARE OF FIDO IMITATORS

https://fidoalliance.org/certification/fido-certified-products/
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Yes, A core value of the FIDO standards is interoperability. This means your 
authentication platform should be able to manage 3rd party FIDO tokens and 
prevent vendor lock-in. Yubikey is a great example of such a FIDO token.

A robust FIDO authentication platform takes CTAP seriously. The FIDO Alliance’s 
Client to Authenticator Protocols (CTAP1, CTAP2) specifications complement 
the W3C’s WebAuthn Protocol, and together these protocols enable a true 
passwordless experience. 

CTAP2 enables mobile phones and FIDO security tokens to interface with FIDO2 
web browsers and operating systems over USB, NFC, or BLE. Together these 
deliver 2FA, MFA, or passwordless authentication. CTAP1 (formerly FIDO U2F) 
enables existing FIDO U2F security keys and wearables for authentication on 
FIDO2 browser and operating systems over USB, NFC, or BLE, but only for 2FA 
alone. 

Should I be Able to Manage 3rd Party FIDO Tokens Such as Yubikey?

Watch Video of HYPR + 

FIDO Security Key

https://www.hypr.com/fido2-passwordless-yubikey-login/
https://www.hypr.com/fido2-passwordless-yubikey-login/
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The FIDO PIN is one of the most important 
features of a strong platform. It can be used for 
step-up authentication, give users an alternative 
authenticator, and even enables True Passwordless 
Offline Mode.

What about Offline Mode? 

Ask your provider - Where is the FIDO Private Key being stored on a 
user’s device? Do they utilize mobile security features such as the 
ARM TrustZone, Android’s Trusted Execution Environments, iOS Secure 
Enclave, and Samsung KNOX?

Most authentication platforms fail to take advantage of these 
powerful mobile security layers provided by chipset manufacturers. 
If they don’t offer additional levels of hardware-backed security, 
you may be leaving user credentials open to malware or device-side 
attacks.

HYPR is committed to offering security that meets the demands of 
the most discerning customers. That’s why HYPR stores FIDO private 
keys at the TrustZone level, giving our customers the choice to 
leverage hardware-backed security on any trusted user device. With 
ADP powered by HYPR, you will stop malware on mobile devices by 
securing user credentials below the operating system level.

How Should Private Keys Be Stored?

Watch Video of HYPR Offline Mode

https://www.hypr.com/passwordless-offline-mode/
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A strong FIDO platform should give you the ability to create passwordless authentication policies. 
In fact, without this capability, how would you proceed? Passwordless policy management can give 
administrators unprecedented control over the user login experience. It should all be available in one 
simple, intuitive user interface.

What about Passwordless Policy Management?

Meet:
FIDO Control Center
HYPR’s FIDO Control Center is an example of 
the industry’s first FIDO Management Console.  
Control Center allows you to manage, 
provision, and deploy passwordless 
authenticators and FIDO tokens and 
authenticators to your users without 
displacing your existing IAM tools.

Does It Support My Favorite Identity Provider? 
Yes, you should be able to use any IdP 
such as Okta, Azure AD, ForgeRock, Ping 
Identity, FusionAuth, and any SSO provider 
that supports SAML or OIDC standards. You 
should never be forced to use the FIDO / 
Passwordless provider’s SSO. 

How Does It Talk to My Fraud/Risk Engine? 
Control Center is fully API-driven and can be 
integrated with your existing fraud analytics 
and Risk engine to create easy, intuitive 
authentication experiences.

How Does FIDO Help with Continuous Authentication?
Authentication is no longer considered to be a static event. It is continuously happening throughout the 
digital experience - and it must be done correctly. Continuous login prompts that force users to choose 
between multiple factors create an inconsistent user experience. And like legacy MFA, user journeys 
built on top of weak factors such as passwords / OTP do little for security but do alot toward stalling 
passwordless adoption. Continuous authentication requires a true passwordless foundation. FIDO 
provides that strong foundation by taking passwords out of the equation.
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Yes! FIDO has mainstream adoption due to its security, neutrality and 
interoperability - unlike proprietary approaches such as Multi-Party 
Computation (MPC) and One-Time Passwords (OTP). So much so that
in mid-2018 the FIDO Alliance and W3C web standards organization 
announced that the WebAuthn standard would be coming to the web. 
With the W3C, FIDO is evolving FIDO2 specifications to become an official 
web standard supported by all major web browsers.

In June 2020 Apple brought WebAuthn to iOS, enabling application 
developers to use FIDO authentication capabilities on Apple Devices. iOS 
and browser support simplifies integration of the standard across your 
web applications. It does not mean you now have FIDO authentication.

For a simple analogy consider EV SSL certificates. Browsers may 
support SSL, but you still need to obtain your own EV SSL certificate. 
Browsers may support FIDO, but you still need to deploy a Passwordless 
Authentication Platform.

Is FIDO Built Into My Browser?

How to Deploy FIDO on iOS

https://www.hypr.com/how-to-add-apples-face-touch-id-website-webauthn/


HYPR is the Passwordless Company backed by Comcast, Samsung, and Mastercard. 
Passwords and shared secrets remain the #1 cause of breaches despite billions 
of dollars invested in cyber security. The HYPR Cloud Platform makes it easy to go 
Passwordless across the enterprise by combining the security of a smart card with the 
convenience of a smartphone.  

With HYPR, businesses are finally able to solve the desktop MFA gap, eliminate customer 
passwords, and deliver lightning-fast login experiences their users love. 

#EliminateTheTarget at www.HYPR.com

FIDO is new and exciting, and it doesn’t need to be confusing. There are many great products in 
this space and you can achieve rapid time to value if you clearly know what passwordless use 
cases you want to solve. Avoid the buzzwords and remember to focus on the basics:

• Use the smart-phone as a FIDO Token for rapid time to value. 

• Where phones are unavailable deploy hardware tokens such as a Yubikey. 

• Prioritize user experience above all else. Usage = adoption and adoption = success. 

• Be wary of FIDO imitiators. FIDO Certified products and architecture should be verified.

• Supporting, Providing, and Using FIDO all mean different things.

• Remember you will likely have multiple FIDO providers and FIDO-Certified products.

• Just because you use FIDO supported products doesn’t mean you are passwordless.

• Focus on usage. Get people to use FIDO login at the Desktop, in the browser - everywhere.

• Start with a few use cases and edge cases. Don’t try to solve everything at once.

About HYPR

Conclusion

1001 Avenue of the Americas, 6th Floor
New York, NY 10011

1-866-GET-HYPR
www.HYPR.com
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